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 GOOGLE CLOUD SYLLABUS 

 Associate Cloud Engineer 
 ●  Se�ng up a GCP project: 

 ○  Crea�ng and managing GCP projects 

 ○  Configuring billing and budgets 

 ○  Se�ng up and configuring GCP billing and access controls 

 ●  Deploying and managing VM instances: 

 ○  Deploying VM instances on GCP 

 ○  Managing VM instances with Compute Engine 

 ○  Configuring VM instance storage 

 ●  Networking in GCP: 

 ○  Configuring GCP networking services 

 ○  Se�ng up and managing GCP networks 

 ○  Configuring GCP load balancing and rou�ng 

 ●  Managing GCP storage and databases: 

 ○  Configuring GCP storage services 

 ○  Managing GCP databases with Cloud SQL 

 ○  Managing GCP NoSQL databases with Cloud Datastore 

 ●  Monitoring and logging in GCP: 

 ○  Configuring and using GCP monitoring services 

 ○  Se�ng up and managing GCP logging and trace services 

 ○  Troubleshoo�ng GCP services and infrastructure 

 ●  Configuring access and security in GCP: 

 ○  Configuring GCP access and iden�ty management 

 ○  Se�ng up and managing GCP security services 

 ○  Configuring GCP compliance and governance services 



 Professionalect Cloud Archit 

 ●  Designing and planning a GCP solu�on: 

 ○  Assessing customer needs and requirements 

 ○  Designing GCP solu�ons for high availability, scalability, and reliability 

 ○  Planning for GCP solu�ons for data storage and processing 

 ●  Implemen�ng and managing GCP infrastructure: 

 ○  Se�ng up and configuring GCP virtual networks 

 ○  Configuring and managing GCP network services 

 ○  Managing GCP compute resources 

 ●  Designing for security and compliance: 

 ○  Designing GCP security solu�ons 

 ○  Ensuring GCP compliance and governance 

 ○  Managing GCP access and iden�ty 

 ●  Analyzing and op�mizing GCP technical and business processes: 

 ○  Analyzing GCP technical and business processes 

 ○  Op�mizing GCP infrastructure and services for performance and cost 

 ○  Migra�ng to GCP 

 ●  Managing GCP opera�ons: 

 ○  Se�ng up and managing GCP opera�ons services 

 ○  Troubleshoo�ng GCP infrastructure and services 

 ○  Managing GCP service accounts and APIs 

 Professional Cloud Developer 
 ●  Designing and developing GCP-based applica�ons: 

 ○  Designing GCP-based applica�ons for scalability and resilience 

 ○  Developing GCP-based applica�ons using GCP services and APIs 

 ○  Using GCP development tools for applica�on development 

 ●  Building scalable and resilient GCP applica�ons: 

 ○  Building GCP-based applica�ons for scalability and resilience 



 ○  Using GCP services for data storage and processing 

 ○  Using GCP services for applica�on integra�on and orchestra�on 

 ●  Managing applica�on deployment and tes�ng: 

 ○  Managing GCP applica�on deployment and tes�ng 

 ○  Using GCP services for applica�on deployment and release 

 management 

 ○  Managing GCP-based applica�on tes�ng and quality assurance 

 ●  Integra�ng GCP services and third-party APIs: 

 ○  Integra�ng GCP services with third-party APIs 

 ○  Managing GCP-based applica�on integra�on with external services 

 ○  Managing GCP-based applica�on integra�on with other GCP services 

 Professional Cloud Network Engineer 
 ●  Designing GCP network architectures: 

 ○  Designing GCP network architectures for high availability 

 and performance 

 ○  Configuring and managing GCP virtual networks 

 ○  Managing GCP networking services for scalability and resilience 

 ●  Implemen�ng and managing GCP networking services: 

 ○  Configuring and managing GCP network services for performance 

 and reliability 

 ○  Configuring and managing GCP load balancing and rou�ng 

 ○  Managing GCP DNS and CDN services 

 ●  Configuring GCP 


